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Why care about attacks

What if a driver recognize STOP as 45 MIPH?

Prediction result?
A

Artificial patches

A physical perturbation
applied to a Stop sign

A real Stop sign
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Q: can we use a simple photo to unlock face recognition system?
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Q: can we use a simple photo to unlock face recognition system?

(your smart phone)
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Computation 23, no. 5 (2019): 828-841.

39



Robustness of machine learning models

Original image:

ML model for
panda recognition

Adversarial image:

40



Robustness of machine learning models

Original image:

Classified as
panda

ML model for
panda recognition

Adversarial image:

Classified as
panda

41



Robustness of machine learning models

Original image:

Classified as
anda
ML model for P I
panda recognition
Stable for
noisy data

l

Adversarial image:

Classified as
panda

42



Learning with adversarial data

Q: can we build a new training set that includes adversarial data?

ML model for
panda recognition

J

43



~

7

Learning with adversarial data

Q: can we build a new training set that includes adversarial data?

’____________-\

ML model for
panda recognition

|

~

s_—_—_—_—_—_—_

44



~

7

Learning with adversarial data

Q: can we build a new training set that includes adversarial data?

’____________-\

ML model for
panda recognition

|

~

45



~

7

Learning with adversarial data

Q: can we build a new training set that includes adversarial data?

’____________-\

ML model for
panda recognition

|

~

Original

Adversarial

46



~

7

Learning with adversarial data

Q: can we build a new training set that includes adversarial data?

’____________-\

ML model for
panda recognition

|

~

est hyperplane

A

47



~

7

Learning with adversarial data

Q: can we build a new training set that includes adversarial data?

’____________-

~

ML model for
panda recognition

|

Panda

est hyperplane

A

Not panda

48



~

7

Learning with adversarial data

Q: can we build a new training set that includes adversarial data?

’____________-

~

ML model for
panda recognition

|

Panda

est hyperplane

A

A A
A
A

A Not panda

49



~

7

Learning with adversarial data

Q: can we build a new training set that includes adversarial data?
Panda

est hyperplane

’____________-\

N\

\I A

I

: ML model for

I panda recognition R A

I

: All possible one-

! pixel modification

: Not panda
I

Small modification (one pixel) 50



Learning with adversarial data

Q: can we build a new training set that includes adversarial data?
Panda

’____________-\

est hyperplane

Vg \

/ ‘ | \
A

' 1
I |
I : ML model for
l | panda recognition A
I =
I |
I : All possible one-
I I pixel modification @
I | Not panda
I
| | :
\ /

Q: for a grey scale images of size 28x28, how
many possible one-pixel changes can we have? 51




Learning with adversarial data

Q: can we build a new training set that includes adversarial data?
Panda

’____________-\

est hyperplane

Ve \

/ ‘ | \
A

' |
I I
I : ML model for
l | panda recognition A
I =,
I I
I : All possible one-
I I pixel modification @
I | Not panda
I
: I 0~255 0
\ /

Q: for a grey scale images of size 28x28, how
many possible one-pixel changes can we have? 52




~

7

Learning with adversarial data

Q: can we build a new training set that includes adversarial data?
Panda

’____________-\

est hyperplane

N\

\I A

I

: ML model for

I panda recognition R A

I

: All possible one-

I pixel modification o

: Not panda
I

0~255 0

~

Q: for a grey scale images of size 28x28, how *  255x28x28
many possible one-pixel changes can we have? — " =199920



~

7

Learning with adversarial data

Q: can we build a new training set that includes adversarial data?
Panda

’____________-\

est hyperplane

N\

\I A

I

: ML model for

I panda recognition R A

I

: All possible one-

I pixel modification o

: Not panda
I

0~255 0

~

Q: for a grey scale images of size 28x28, how *  255x28x28
many possible one-pixel changes can we have? — =199920



Worst case minimization

Panda

est hyperplane

=

All possible one-/

pixel modification

55



Worst case minimization

Panda Panda
est hyperplane est hyperplane
A A
Worst adversarial data
=, A I > > A
All possible one-/
pixel modification
Not panda Not panda

56



Worst case minimization

Panda Panda

est hyperplane est hyperplane

A » A
y adversarial data
1
= A I > = “ A
Q9 A A
All possible one-/ A
pixel modification O A
Not panda A Not panda

57



Worst case minimization

Panda Panda

est hyperplane

est hyperplane

A A
Worst adversarial data
R A | A
All possible one-/
pixel modification
Not panda Not panda

58




Worst case minimization

Panda

est hyperplane

est hyperplane

Worst adversarial data

=

All possible one-/

pixel modification

Not panda

Worst: most violate

the hyperplane
(most far away),




Worst case minimization

Panda Panda
est hyperplane est hyperplane
)
A » A
y adversarial data
R A | A
A
All possible one—/ A
pixel modification
Not panda Not panda

Worst: most violate

the hyperplane
(most far awaygO

Our goal: a new hyperplane that can
correctly classify adversarial data
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